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1
Decision/action requested

It is requested to approve this pCR for resolving EN in solution#4 TR 33.739.
2
References
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3
Rationale

This contribution proposes to resolve the following Editor’s Note:
Editor’s Note: Which core network NF stores the supported authentication method details is FFS.
Supported authentication methods are stored at the UDM. The UDM determines the authentication method based on the received parameters (i.e. ECS Address Configuration Information from the ECS/EES via NEF) and security capability of the HN/SN/UE.
Editor's Note:
Further evaluation is FFS.
With the above updates and based on S3-223728, the current evaluation text is sufficient. Hence, the above Edior’s Note is removed.
4
Detailed proposal

*** Start Change ***
6.4
Solution #4: Authentication mechanism selection between EEC and EES

6.4.1
Solution overview

This solution proposes a mechanism to select one of the authentication methods supported by Home network and indicate the same to the EEC addressing the security requirements of key issue#2.2. 

6.4.2
Solution details
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Figure 6.4.2-1: EES indicates the supported authentication method in EES profile during the EES registration

1. The EES sends the EES registration request to the ECS. The request from the EES includes the EES profile, EES security credentials and the supported authentication method(s) by the EES.
2. Upon receiving the request from the EES, the ECS verifies the security credentials of the EES and stores the EES registration information obtained in step 1. 

3. The ECS sends an EES registration response indicating success or failure of the registration operation. 

During service provisioning, the ECS responds to the EEC's request with a service provisioning response which includes a list of EDN configuration information, e.g. identification of the EDN, EDN service area, the required information (e.g. URI, IP address) for establishing a connection to the EES and authentication method selected.  ECS selects the authentication method between the EEC and EES based on the authentication method(s) supported by the UE, EEC, EES, HN and SN. ECS gets the information on the home network and serving network supported authentication method(s) from the core network. The core network is aware of the authentication method(s) supported by its roaming partners and it is stored in the UDM. 

***Next Change ***
6.4.3
Solution evaluation
This solution addresses the security requirement from Key issue#2.2 i.e., selection of authentication mechanism for authentication procedures between EEC and EES.

In this solution the decision or selection of the authentication method is determined based on the UE, EEC, home network and serving network. EES indicates the supported authentication method(s) to the ECS in the EES profile. The ECS selects the authentication method based on UE, EEC, EES, HN and SN and then indicated the selected authentication method to the EEC in the service provisioning response.

***End Change ***
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